Internal Control Roundtable
Meeting Minutes
Meeting Date: May 19, 2016
Scribe: Jeanine Kuwik, MMB Internal Control & Accountability (IC&A)
Presenter(s): Sheldon Klugman, Internal Controls Director, Department of Commerce (COM)
Host and meeting location: Amy Jorgenson and the Department of Health Internal Audit Team @ Department of Health, Freeman Bldg.

Present at the Meeting: 
Jeanine Kuwik, Jo Kane, Brennan Coatney, Travis Creel, Ruth McGlynn, and Hussein Hussein (MMB), Matthew Anderson (DOC), Vicky Cook (MPCA), Robert Helgeson (OHE), Ken Vandermeer (DHS), Eric Athman (DMA), Linda Erickson (MN.IT), Paul Mathe and Brenda DaBruzzi (DPS), David Salchow (Admin), Paul Doyle (OMHDD), Sandy Ludwig (MDH), Courtney Quinn (MDVA), Cindy Charles and Stephanie Wotham (MnDOT), Tim Dykstal (BWSR), Sheldon Klugman (COM), Mike Turner (MDOR), Jennifer Nasifoglu (AG), Molly Nystel (WCCA), Marita Bliven (Bd. of Animal Health), Marshall Shragg (Health Boards), and Jamie Majerus (Courts). 
Welcome and Introduction:
Brennan Coatney welcomed the group and introduced the speaker, Sheldon Klugman. 
Main Agenda:
Sheldon gave an excellent presentation on “Safeguarding Information Assets in the Digital Age.” He discussed two Commerce cyber security initiatives: phishing testing and a cybersecurity table top exercise.

[bookmark: _GoBack]Membership received Sheldon’s PowerPoint slides and handouts via email in advance of the meeting. Contact Mike Thone if you would like copies of the materials.
Open Forum Topics: 
· Sheldon included a module in his cybersecurity tabletop exercise for “Notification Obligations.” The group generally discussed notification to both the OLA under MS 3.971 and to MN.IT Services under the new Incident Management Standard. We also discussed the distinction between a “data incident” and a “data breach,” as contemplated in the statutes.
· Linda Erickson discussed the availability of the “Securing the Human” training modules through the MN.IT contract with Sans. MN.IT is also piloting this training through the ELM platform. You can contact Linda for more information.
· Courtney Quinn informed members about a recent incident where her work phone was hacked and used to make numerous phone calls. She said MN.IT worked with her directly on this.
· Robert Helgeson asked about the status of the Respectful Workplace training, which Enterprise Human Resources (EHR) launched and then took back down. He also asked about the status of those who took the training before EHR pulled it back. Jeanine will follow up.
· Mike Turner talked about protecting not public data given to the OLA during an audit. There was general discussion about having the OLA auditors sign the same confidentiality agreement as agency employees regarding accessing and using not public data. (Note: After the meeting, Paul Doyle pointed out MS Section 3.979, which makes the OLA is subject to Chapter 13.  If an OLA employee disseminates not public data, he/she is subject to the penalties in sections 13.08 and 13.09, not the agency employee who properly provided that data to the OLA.) 
Next Meeting:
Thursday, August 4, 2016, 9:00 – 11:00AM
Vicky Baukol, Business Continuity and Internal Controls Manager for the Minnesota Department of Corrections will host the meeting at the Department of Corrections central office located at 1450 Energy Park Drive, St. Paul MN 55108.
Free parking is available. Attendees should park on the west side of the building, enter through the west entrance, and go to the right.  There will be signs posted inside the building directing you to the training room.
Meeting agenda: 
· Lisa Wojcik, DOC Assistant Commissioner of Operations, will give a presentation about DOC’s staff professionalism initiative, “From Check Boxes to Videos – How to Use Internal Controls and Risk Assessment to Create a Culture of Professionalism.”  This initiative is the direct result of a risk assessment performed by the agency.
· Open forum
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