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Below is a list of factors agency management might consider when evaluating business processes for inclusion in the agency’s risk assessment plan (i.e., those processes/programs that inherently pose the greatest risks and threats to achieving agency mission and objectives). The list is provided as a starting point. It is not meant to be all-inclusive; each factor may not be relevant to every agency. Agency management is encouraged to add, delete or revise the factors, as they deem appropriate to better align them with the agency’s mission and responsibilities.
· Size and Composition (materiality) – the significance of total dollars flowing through the process or program/grant compared to the agency’s overall budget. Special consideration should be given to the following processes/programs:
· Processes audited as material to the financial information presented in the Comprehensive Annual Financial Report (CAFR)
· Federal programs identified as major in the Financial and Compliance Report on Federally Assisted Programs (Single Audit)
· Processes relating to the organization’s primary sources of funding and major expenditures
· Other processes critical to achieving the organization’s primary mission and objectives
· Volume or frequency of transactions – number of transactions funneled through the process or program/grant, and/or how often transactions occur
· Complexity of transactions – whether transactions are routine or require calculations, estimates or adherence to complex accounting or program requirements
· Operating changes – significance of process changes, regulatory changes, new personnel, new products/services, new programs, rapid growth, rapid downsizing
· Policies and procedures – whether policies and procedures exist, are kept current and reflect operating changes as these changes occur
· External environment – outside influences that may impact the organization and cause volatility/uncertainty in the way the organization currently operates (e.g., economic, regulatory, technological, legal, and physical conditions)
· Service organizations – the significance of activities performed by external parties/vendors, such as, accounting, security services, and claims processing. 
· IT – whether activities are  automated or manual, new technologies have been recently implemented,  significant changes have been made to existing technology, and/or whether the business process is reliant on a legacy or unsupported system 
· Staffing – tenure and expertise of employees, staffing levels, succession planning, training and development plans, cross-training
· Legal – complexity of existing legal and regulatory requirements, pending litigation/legislation, previous legal proceedings 
· Audit Issues – significance of internal/external audit findings (e.g., material weaknesses or significant deficiencies), repeat audit findings
· Reputation – susceptibility to media exposure/scrutiny; probability of negative publicity associated with perceived or actual breaches in an organization’s business practices, such as security breaches, fraud, lawsuits, mismanagement, customer complaints and public concerns
· Not Public data – whether or not public data is collected and how the data is managed (i.e., business purpose, storage, security, access, retention and disposal practices)
· Fraud – consideration of the types of fraud or misconduct that could occur, such as:
· Reporting: intentional misstatements, omissions, misrepresentations or intentional misapplication of accounting principles
· Assets: misappropriation of physical assets and information, including theft of property, embezzlement of receipts, fraudulent payments and identity theft
· Fiduciary cash or property:  theft or mismanagement of cash or property held in a fiduciary capacity for the benefit of another person or organization
· Corruption: bribery and other illegal acts
· Waste: the act of using or expending agency resources carelessly, extravagantly or to no purpose
· Abuse: improper behavior, including misuse of authority/position for personal gain
	Best Practice: Business Process Prioritization
Agency management may choose to develop standard criteria for prioritizing business processes as demonstrated in the table below:



	Factor
	High (3 points)
	Medium (2 points)
	Low (1 point)

	Size and composition – impact of process on account balance or total program expenditures
	Process impacts the account balance or program expenditures > 30%
	Process impacts the account balance or program expenditures < 30% but > 10%
	Process impacts the account balance or program expenditures < 10%

	Probability of error or fraud impacting the process
	Recent or history of recurring audit findings and/or material adjustments; recent fraudulent activity 
	History of past audit findings or immaterial adjustments; past fraudulent activity
	No history of audit findings or fraud in previous 5 years

	Complexity – degree of judgment or subjectivity involved, such as estimating a transaction amount/account balance or determining recipient eligibility
	Highly complex
	Moderately complex
	Not complex

	Operations – length of time business process has been operating without significant changes.
	Less than one year. Staff is relatively inexperienced
	5 years or less; no significant changes to process within last 12 months; no turnover of key employees within last 12 months
	Process has been in operation for over 5 years; no significant changes to process; no turnover of key employees

	IT Dependency
	Highly manual and complex; IT infrastructure is older with many manual interfaces
	Moderately automated
	Highly automated

	Total Score
	> 15
	< 15 but > 10
	< 10
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