Data Practices Information-Vendor

State Services for the Blind (SSB) is committed to working with all our vendors to ensure customer data is appropriately communicated and protected. The following information is meant to assist you, the vendor, in carrying out your responsibilities within the Master Contract concerning data practices.

Information regarding the Minnesota Data Practices Act can be found in the following locations.
Intro to Data Classification (5 min) 

(This is a short video that describes the classification of data as found the in the Mn Data Practices Act).

no captions
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Data Security Information

Language included in positions descriptions:
Data Security: Each employee is responsible for safeguarding the data that he or she collects or uses in the course of their work. This includes understanding the importance of data that DEED maintains, knowing how data is classified, and taking all necessary steps to safeguard DEED data.

A. Informs customers of their rights when collecting data.

B. Strives for a high degree of accuracy in collection and maintenance of data.

C. Exhibits safe data handling and system security practices.

D. Responds promptly and appropriately to requests for data.

E. Involves higher authority as defined by statutes, rules, regulations, and policies

Data Practices Personal Responsibility Acknowledgment Packet   (see attachment)
MN.IT policies and standards:  http://mn.gov/oet/policies-and-standards/   discusses data and security

Statutory Information/Links
13.791 REHABILITATION DATA.   https://www.revisor.mn.gov/statutes/?id=13.791 
Subdivision 1.General.
Unless the data is summary data or is otherwise classified by statute or federal law, all data collected and maintained by the Department of Labor and Industry or the Department of Employment and Economic Development that pertain to individuals applying for or receiving rehabilitation services is private data on individuals.
Subd. 2.Harmful data.
Medical, psychological, or other rehabilitation data determined to be harmful to the individual by either the commissioner of labor and industry or the commissioner of employment and economic development shall not be released directly to the individual but must be provided through the individual's legal representative, a physician, or a psychological practitioner.
Subd. 3.Data on blind vendors.
The commissioner of employment and economic development may release the name, business address, and business telephone number of an individual licensed under section 248.07, subdivision 8. The State Committee of Blind Vendors organized in accordance with Code of Federal Regulations, title 34, section 395.14, has access to private data in the Department of Employment and Economic Development on an individual licensed under section 248.07, subdivision 8, to the extent necessary to complete its duties. 
13.47 EMPLOYMENT AND TRAINING DATA.   https://www.revisor.mn.gov/statutes/?id=13.47 Subdivision 1.Definitions.
(a) "Employment and training data" are data on individuals collected, maintained, used, or disseminated because an individual applies for, is currently enrolled in, or has been enrolled in employment and training programs funded with federal, state, or local resources, including those provided under the Workforce Investment Act of 1998, United States Code, title 29, section 2801.
(b) "Employment and training service provider" means an entity certified, or seeking to be certified, by the commissioner of employment and economic development to deliver employment and training services under section 116J.401, subdivision 2, or an organization that contracts with a certified entity or the Department of Employment and Economic Development to deliver employment and training services. 
(c) "Provider of training services" means an organization or entity that provides training under the Workforce Investment Act of 1998, United States Code, title 29, section 2801

Subd. 2.Classification.

Employment and training data are private data on individuals.

Subd. 3.Dissemination.
Employment and training data may be disseminated by employment and training service providers:

(a) to other employment and training service providers to coordinate the employment and training services for the data subject or to determine eligibility or suitability for services from other programs;

(b) to local and state welfare agencies for monitoring the eligibility of the participant for assistance programs, or for any employment or training program administered by those agencies; and

(c) to the commissioner of employment and economic development.

Subd. 4.Data preparation.
To produce data required to certify the eligibility of training service providers under the Workforce Investment Act of 1998, United States Code, title 29, section 2801, or other studies required by law, the commissioner of employment and economic development may enter into a data exchange agreement with a training service provider whereby the commissioner of employment and economic development shall furnish to the provider wage information under section 268.044 on individuals who have received training services from the provider. The provider shall use this wage information to prepare summary data determined necessary by the commissioner. The provider may use this wage information for conducting studies to improve instruction. 

Subd. 5.Summary data.
The commissioner of employment and economic development shall provide the training service providers, as well as make available to the public, summary data on the performance of the training services.

Other Data Practices Links

Tennessen Notice:   http://www.ipad.state.mn.us/docs/tw.html
Informed Consent:   http://www.ipad.state.mn.us/docs/consentmain.html
 Information Policy Analysis (IPAD):  http://www.ipad.state.mn.us/index.html 

