Office of MN.IT Services Agency Profile

mn.gov/mnit/

AT A GLANCE PURPOSE

e Provides all information technology (IT) services to 64
executive branch entities and offers a sub-set of
services to cities, counties and other non-executive
branch entities

We partner with Minnesota state agencies to deliver
technology solutions that transform how government
connects to provide services for the people of Minnesota. As
the State’s provider of efficient and cost-effective IT services

*  Responsible for 2,254 IT employeesin FY16 for agencies and citizens, MN.IT Services directly contributes
e Hosting and support of 2,300 agency applications in to the State’s results-based outcome of: Efficient and
FY16 accountable government services. In addition, we support
*  Manages security for systems and applications at 135 all of the results-based outcomes, including health, public
locations safety, employment and economic development, education
e Oversight of executive branch IT project portfolio and natural resources, by providing IT computing and

telecommunications resources to support agency business
goals, and by managing the applications that run agency

programs.
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MN.IT spending is primarily funded by chargebacks to agencies for IT services through the Enterprise Technology Fund
(excluded from Spending Chart above). In FY 2015, this totaled $221.6 million. General Fund appropriations for the Chief
Information Officer (CIO) office, enterprise security, and geospatial (MNGeo) functions ($2.36 million in FY 2015), and special
revenue funds ($5.6 million in FY 2015, excluding projects) comprise the remaining agency funding. The FY 2008-09 biennium
was the first biennium that MN.IT had authority for the Special Revenue Fund that consists of agency contributions to enterprise
IT projects. General fund spending increased in FY 2008-09 primarily for enterprise security, which was reduced in subsequent
biennia.

Since the 2011 Legislature enacted IT consolidation, MN.IT consolidated finances, purchasing, and data centers to produce
cost avoidance for the state. Current enterprise service projects focus on those IT functions that can be more efficiently
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delivered through a centralized service. These projects are managed in stages to avoid disruption to state business and for
efficiency.

STRATEGIES

Secure the State — As part of MN.IT’s efforts to protect Minnesotans from cyber threats and protect the State’s sensitive data
assets, Commissioner Baden'’s top priority is to implement a new strategic cyber security plan. The Commissioner’s plan will
prioritize initiatives for the management, control, and protection of assets, including:

e Proactively managing risk

o Improving situational awareness

e Having a robust crisis and incident response

o Partnering with public and private entities to ensure success

Improving our services through collaboration — MN.IT will implement an enterprise governance structure that brings greater
transparency to decision-making, and fosters collaboration to produce improved Information Technology services and solutions.

Shared Technology Services — Maximizing shared technologies gives the state the opportunity to provide a higher level of
service at a lower cost. This approach improves the security of agency systems and allows our agency partners to focus on
serving citizens and building value-added business applications.

Delivering Digital Services — The way Minnesotans find and use government services has changed. We will leverage
technology to modernize service delivery and ensure that Minnesotans can easily access needed information and services.

MN.IT Services legal authority comes from M.S. 16E (https://www.revisor.leg.state.mn.us/statutes/?id=16E&view=chapter).
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Office of MN.IT Services Budget Activity Narrative

Program:  IT for Minnesota Government
Activity: IT Services

mn.gov/mnit/
AT A GLANCE PURPOSE & CONTEXT

e Internal service fund consisting of enterprise and This activity meets the need for an effective, secure and
shared IT services provided to agencies through rates reliable IT infrastructure capable of providing the wide range
and by agencies via pass-through of IT services and business functionality required by

o Data center management for 4 enterprise data agencies to meet program goals and objectives. The activity
centers is comprised of both enterprise standard services and those

e Service desk and desktop support for 35,000 that are provided at the agency-based office level. The
customers primary customers are state government entities and, by

e Enterprise communication/collaboration tools for extension, the citizens of Minnesota.
33,500 users

e MNET (Minnesota’s Network for Enterprise SERVICES PROVIDED
Telecommunications)- the State network for o , o
education, local governments and agencies with IT Services include all of the computing, telecommunications
1.290 Ioca;tions and 36 regional network hubs and Wide Area Network (WAN) services that underlie and

o Local and long distance telephone service delivered support the program applications upon which state agencies
by 70 different vendors to 100 customers rely:

Mainframe and server infrastructure required to run agency applications, as well as data center management
Management of all enterprise and agency IT applications (development and support) and IT projects

Client Computing (worker support): Service Desk, Mobile Device Management, Workstation Management
Contracted Telecom Services: local and long distance voice services contracted through 3rd party telephone vendors
Internet protocol (IP): the state’s voice over internet phone system

Contact Center Minnesota: call center providing customer solutions

Wide Area Network Services (WAN): services that enable the use of the state’s communications network for voice,
data, and video

Local Area Network (LAN): communications network connecting devices within a building or campus

e Enterprise Unified Communication and Collaboration (EUCC): email, instant messaging, SharePoint, video and voice
conferencing

Priorities are aimed at making the IT infrastructure more efficient so we can focus MN.IT’s staff, budget and creativity on the
application-layer services that most directly make a difference for customers and citizens. Priorities for the coming biennium
include:

e Combine all agency user active directory (AD) systems and resources into a single executive branch active directory
system. An active directory (AD) authenticates and authorizes all users and computers in a Windows domain type
network.

¢ Increase resiliency and versatility in the State network core in order to improve performance and to facilitate the
movement to cloud-based services.

e Design and create an enterprise server environment and a managed hosting service that is delivered by a dedicated
enterprise team, allowing the state to decrease the number of data centers it operates and to improve the security of
the State’s data assets.

¢ |nitiate and operate a common mobile device management service to manage state and personally owned mobile
devices that are permitted to have access to state resources and data.

e Create a centrally managed service desk and work management function for all executive branch agencies.
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o Combine individual agency SharePoint and other collaboration tools in order to leverage our investment in the cloud-

based EUCC infrastructure.

o Embed security functionality and monitoring into enterprise infrastructure services such as hosting and storage.

RESULTS

Type of Measure Name of Measure Previous | Current Dates

Quantity Total data center space (square feet). 65,217 23,636 | FY 2015,
Increased efficiency comes as a result of FY 2016
consolidating data centers into fewer square
footage.

Quality Digital State Survey by the Center for Digital | B+ B+ Sept 2014,
Government, a review of all 50 states’ Sept 2016
electronic government capabilities

Quality % of MN.IT services rated as ‘Reasonable’ to | 77% TBA FY 2015
‘Best Value’ vis a vis other states as FY2016
determined by independent rates analysis
study

Results Customer Survey Results. Percent of 97% TBA March 2014,
respondents reporting they are ‘Very Satisfied, Oct 2016
Satisfied, or Somewhat Satisfied’.

Results State network core. On an annual basis, the 99.99% 99.99% | FY 2015,
percent of time the network is available to FY 2016
users.

Quantity Disk capacity in PetaBytes (PB). Increase in 2,25PB 25PB Jul 2014,
capacity meets growth in demand for storage. Jul 2016

Quantity Email mailboxes. Expanded capacity 40,388 45,362 Jul 2014,
accommodates a greater number of users. Aug 2016

MN.IT Services legal authority comes from M.S. 16E (https://www.revisor.leg.state.mn.us/statutes/?id=16E&view=chapter)
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Office of MN.IT Services Budget Activity Narrative

Program:  IT for Minnesota Government
Activity: Projects & Initiatives

mn.gov/mnit/
AT A GLANCE PURPOSE & CONTEXT
e MN.IT’s portfolio included 400 actively managed Projects & Initiatives is responsible for the on-time and on-
projects in FY16 budget delivery of approved IT projects, both enterprise and
e MN.IT’s project portfolio includes: agency specific. This activity focuses on development of
7 biennial IT (BIT) projects requested by citizen-facing systems as well as smaller, internal systems
agencies and managed by MN.IT—$3.6m in development, upgrades, and operational improvements. An
FY16 example of a citizen-facing system is the Department of
- 103 agency-funded Information Technology Employment and Economic Development's Unemployment
Account (ITA) projects addressing specific Insurance system, which enables citizens to apply for and
agency needs—$38.6M in FY16 obtain unemployment insurance benefits through an online,
~ 4 Telecommunications Access MN (TAM) self-service system.
projects addressing enterprise accessibility
needs—$34.8K in FY16
o BUY.IT establishes standards and negotiates
enterprise software agreements

SERVICES PROVIDED

Projects & Initiatives include all of the activities related to the development and operation of IT project and portfolio management
for the executive branch. This includes:

o Enterprise project and portfolio management, including creation of standards for project management, business
analysis, and quality assurance

Projects that stem from agency-contributed funds to the Information Technology Account (ITA)

FY 2018-19 biennial IT (BIT) business application projects for agencies

Special appropriation that addresses enterprise accessibility requirements-Telecommunications Access MN (TAM)
BUY.IT group that negotiates software license agreements on behalf of the enterprise

RESULTS
Type of Measure Name of Measure Previous | Current Dates
Quantity Number of projects completed 100 241 FY 2013-14
FY 2015-16
Quality Number of BIT / Odyssey projects initiated 15 28 FY 2015
FY 2016

MNL.IT Services legal authority comes from M.S.16E (https://www.revisor.leg.state.mn.us/statutes/?id=16E&view=chapter).
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Office of MN.IT Services Budget Activity Narrative

Program:  IT for Minnesota Government
Activity: Leadership

mn.gov/mnit/
AT A GLANCE PURPOSE & CONTEXT

Leadership includes general funded functions that support IT leadership covers the administrative and oversight

the enterprise: functions of an agency with more than 30 locations. It

o State Chief Information Officer (CIO) office (strategy, provides the management strategy and high-level tactics that

direction, planning) help MN.IT Services fulfill its mission and provides

e Enterprise Security Services organizational management based on the agency’s key

e MN Geospatial Information Office priorities. In addition, IT leadership develops and guides IT
consolidation priorities and projects. Key partners include the

Governor’s Office, the legislature, agency business
leadership, and MN.IT services management and staff.

SERVICES PROVIDED

The CIO Office, Enterprise Security, and MN Geospatial Office listed provide the leadership, planning, and support that allow IT
services to be delivered to customers in a high-value, cost-effective and safe manner. IT leadership priorities for the FY 2018-19
biennium are:

Migrate all agency geospatial infrastructure to the new shared infrastructure (Minnesota Geospatial Commons)

o Deliver core security services to the executive branch as efficiently and effectively as possible by reorganizing staff and
optimizing security service delivery processes

e Manage the migration of infrastructure from agency-based offices to enterprise services

RESULTS

Type of Measure Name of Measure Previous | Current Dates

Quantity IT Spend percent of total state expenditures. 1.56% 1.25% FY15, FY16
By comparison, Gartner, a marketing research
firm, reported IT Spend (as a % of
expenditures) for state/local government
entities (greater than $10B in expenditures) as
follows: FY14, 2.25%; FY15, 2.1%.

Results Annual customer survey-‘Very 97% TBA March 2014,
Satisfied/Satisfied/Somewhat Satisfied’ FY16
Quantity Number of agencies contributing data to the 17 19 FY15, FY16

Geospatial Commons

MN.IT Services legal authority comes from M.S. 16E (https://www.revisor.leg.state.mn.us/statutes/?id=16E&view=chapter).
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