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Minimum Skills Worksheet


Tracking Number:      

Vendor Name:      


Candidate Name:      
	SECURITY ANALYST – Network Forensics Role

	Definition: The Security Analyst must have a diverse background in information security and have direct experience building and managing a mid-large information security program. This position requires strong communication and interpersonal skills, strong knowledge of risk management and security techniques. Individual must also have a strong understanding of network architecture, application and database security. Knowledge of applicable regulatory requirements and working experience with ISO2700X series, NIST series and Cobit standards is mandatory.
Network Forensics Role: The Network Forensics Security Analyst conducts tasks ranging from analyzing logs of network devices and firewalls to examining network flow data and packet captures. The position uses tools and investigative techniques to document the network traffic level details of security incidents based on data and logs from a variety of device as well as from packet captures.

	Note:  Items in BOLD font and asterisk * below under “Specification” are minimum requirements for Security Analyst.  Items in BOLD font below listed in each role are minimum requirements for working experience/skill. Items not in bold/asterisk are desirable and do not have defined minimums. Defined minimums for these may be established in each request and relevant to the engagement description.


	*Specification
	*Minnesota Standard (minimum specification)
	Identify the Candidate’s Qualifications (e.g. degree, number of engagements, years of experience, scope of work and/or duration of work – do not just answer Yes/No)

	*Level of education
	*B.S. or B.A. Degree or Associate Degree (2 yrs) with 7 yrs Security Analyst experience
	     

	*Certification
	*Certified Information Systems Security Professional (CISSP) or Certified Information Security Manager (CISM) Professional (CBAP) or degree program with focus on security
	     

	*Years of experience in a Security Analyst role
	*Five years of experience in a Security Analyst role in a middle to large size organization
	     

	*Engagements lasting more than six months in Security Analyst role
	*Three engagements lasting more than six months in Security Analyst role
	     

	*Engagements that the Security Analyst roles exceeded $125K
	*Three engagements that the Security Analyst role exceeded $125,000
	     

	Working Experience & Skills:

	*Technical Expertise
	*Knowledge of networking protocols, routers, switches, firewalls, IDS/IPS. Ability to analyze logs from network devices as well as packet captures. Engagement involving technical expertise.
	     

	*Gathering Evidence
	*Work with the project initiator to determine the scope, access, impact, and legal authority for the requested analysis. Work with technical teams to gather and preserve network forensic data from router logs, firewall logs, network flow data, packet captures and logs from other network devices and firewalls present in the environment and related to the incident being investigated. Engagement involving evidence gathering.
	     

	 *Evidence Analysis
	*Analyze the collected network data validating incidents and rejecting false positive reports determining root cause(s) of security incident (s). Developing and implementing incident isolation strategies. Provide verification of security incident isolation. Developing with technical teams, strategies for security incident eradication. Provide verification of security incident eradication. Provide recommendations for the removal of the vulnerabilities or for reducing the risk posed by such vulnerabilities that cannot be removed.  Engagement involving evidence analysis.
	     

	*Data Storage
	*Evidentiary data collected as part of a state forensic case must not be commingled with data collected for other clients. As part of the project scope, the project manager will notify the vendor of specific precautions that must be undertaken such as encryption of all state data removed from state facilities for analysis and the need for the return of all data collected or certification that all state data has been destroyed at the conclusion of the forensic analysis project. Engagement involving data storage.
	     

	Reporting
	Provide both full and executive reports of the actions taken in the computer/data forensic process and the results of the evidence analysis to required parties. An evidence log and chain of custody report must also be included. No minimum.
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