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Minimum Skills Worksheet


Tracking Number:      

Vendor Name:      


Candidate Name:      
	SECURITY ANALYST – Identity and Access Management Engineer Role

	Definition: The Security Analyst must have a diverse background in information security and have direct experience building and managing a mid-large information security program. This position requires strong communication and interpersonal skills, strong knowledge of risk management and security techniques. Individual must also have a strong understanding of network architecture, application and database security. Knowledge of applicable regulatory requirements and working experience with ISO2700X series, NIST series and Cobit standards is mandatory.

	Note:  Items in BOLD font and asterisk * below under “Specification” are minimum requirements for Security Analyst.  Items in BOLD font below listed in each role are minimum requirements for working experience/skill. Items not in bold/asterisk are desirable and do not have defined minimums. Defined minimums for these may be established in each request and relevant to the engagement description.


	*Specification
	*Minnesota Standard (minimum specification)
	Identify the Candidate’s Qualifications (e.g. degree, number of engagements, years of experience, scope of work and/or duration of work – do not just answer Yes/No)

	*Level of education
	*B.S. or B.A. Degree or Associate Degree (2 yrs) with 7 yrs Security Analyst experience
	     

	*Certification
	*Certified Information Systems Security Professional (CISSP) or Certified Information Security Manager (CISM) Professional (CBAP) or degree program with focus on security
	     

	*Years of experience in a Security Analyst role
	*Five years of experience in a Security Analyst role in a middle to large size organization
	     

	*Engagements lasting more than six months in Security Analyst role
	*Three engagements lasting more than six months in Security Analyst role
	     

	*Engagements that the Security Analyst roles exceeded $125K
	*Three engagements that the Security Analyst role exceeded $125,000
	     

	Working Experience & Skills:

	UNIX Administration
	Supporting the UNIX administration process may be required for some engagements. No minimum.
	     

	SiteMinder/Identity Manager
	Supporting the SiteMinder/Identity management process may be required for some engagements. No minimum.
	     

	Sun Java Directory
	Supporting the Sun Java Directory process may be required for some engagements. No minimum.
	     

	LDAP Directory Configuration
	Supporting the LDAP Directory process may be required for some engagements. No minimum.
	     

	Microsoft ILM & Active Dir.
	Supporting the Microsoft ILM & Active Directory process may be required for some engagements. No minimum.
	     

	Problem Solving
	Supporting the problem solving process may be required for some engagements. No minimum.
	     

	Communication Skills
	Supporting the communication process may be required for some engagements. No minimum.
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